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Eo B
-vEﬂ £ A= —EARDER A -, aeenn
LA = L AEE R A — LR DR L DETRA. =@
IPAILTO9 D Ayte— O AT Ext— LT D7 L OEE AR . S
P A A LR - LT 2 LR ERE AN e — L Dr DB R
AE|EA— AERENIEA— WDETRA .

AL Atz -3 (splice £—F)

TS0 Ayt (splice £—F)

T Nt 2 RS etz — L splice £-F)
http

ftp

NNTP

FS—tEd—)L

Administration

Authentication

Splice® —FIERBF - L A BRUE D -7,

Splice® —FERBF O JULIIRD vtz — 3.

Splice® — FER I 7L 2 _LPRERA D Aotz -7,
HTTPRME R 7 — 3

FTPAMER 17—,

Replacement for invalid NNTP service.
FS—FEA— LA -

SHMTPRMERHytz -0

Replacement for administration messages.

B 45 @) 9 46 gl 181

Replacement for authentication pages.

FortiGuard Web Filtering FortiGuard Web Filtering replacement messages.

IM and P2P Replacement for blocked IM and P2P.

»
»
»
»
p AL
»
»
»
»
p SSL VPN

Replacement for SSL VPN message.

HAytz =7 EX— O IEE A tz—T
EERRTREER: Text
HAZ: 8192 (F+354)

Dangerous Attachment has been Removed. The

[ire, PRTLLECE" bas b renaved g oo FIZIE. BFA-NICTINZHEE
wirus. File quarantined as: "EXOUARFILENAMERE".

NTVEBER. EOESETH—7Y
POBEA—NHEBEET,

f, ) )

(4) Operation : [Operation] #7593 3EUTO (BHAE—R] REEHAHIRTINET,

ERE-F NAT v
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L 2-2-2, [7PAP—71— V] DR RAEDE

B [HUo—] EE
[ —] 13 (FEOHT] DIEREL>TEYET,
(B #aroUvsTaE. [H)— GBS REEEIRTINET,

= |
[ HTOTLENTE ]

¥ status | ¥ ID T i T 5%k T AT va-I T -2 T JO57I | T Foial

w internal -> wan1l (8) ool
1 |o an ° all always ° FTP accert | @
2 [oan ° all always @ SMTP acceer | @[
3 @ all o all always @ DNS ACCEPT | @
a4 |o o all always ® HTTP AccerT | @
5 |e o all always © POP3 accerr | &)
5 @ all @ all always @ HTTPS accerT | X
7 (o all ° all always @ NTP accerT | W
s @ all o all always @ upp accerT | @

w wanl -> internal (9)
S |@ chiroro-Net Admin @ Web+Mail Server always ° FTP web acceer | &
10 @ Chiroro-Net Admin @ Web+Mail Server always @ 55H ACCEPT Q
i1 @ all 2 Web+Mail Server always @ SMTP ACCEPT @
12 [@ all 9 Web+Mail Server always o HTTP web accerr | &
13 |@ all 9 Web+Mail Server always o POP3 mail-pop acceer | ®
14 |@ all @ Web+Mail Server always 8 HTTPS accerr | ®
15 @ all 2 Web+Mail Server always @ SUBMISSION ACCEPT @
16 |@ Chiroro-Net Admin @ Web+Mail Server always © WEBMIN accerT | ®
17 @ Chiroro-Net Admin 2 Web+Mail Server always g ??PG ACCEPT @

#uv—RE

EETA T =2 P
EETETLA [al |
A8 = RS —

SHRTHLR ET v|

i =) |a\wavs "l
et [Frp v
Faal [acceeT ~|
[?]NAT &H#Z331P Pool
O E=d—+

O Za55a070771 1l
Log Allowed Traffic

O b52ryiz =28
[ User Authentication Disclaimer

Redirect URL [ ]
Tt (BAEAEIET)

-17 -



B [ZRLR]EA

[7RLA] 13 [RROHE] DHEREL>TEVET,

(1) ZRLA

[PRLAR] 47 %7079 3ELUTO [PRLA] BRBEEHIRTENET,
(W] Kz aoVy085L, [PRLAGE BESFRTENET.

DOTRLR Y S

TELAR L / FQDN AAIz—2R
- IP/4wFvRAY LIl
Chiroro-Net Admin 192.168.1.0/255.255.255.0 Any H @ :
all 0.0.0.0/0.0.0.0 Any T
=13

TELAS
ki

‘Ch\mro—Net Admin

-/ IPEEEIETE (v

Ty (IPEEEHEE | 102.168.1.0/255.255.255.0 |

A2A0z =2

Any b

)

(2) 90-7 :

[GN=T]18T7 %0V 73BEUTO [IN—T] @EBERHSRTENET,

T7ELR GV —T DEBHTEET,

FELR g -

B

B [Y—ER]EHHA

[U—ER] & (R DHT] OEREL>TEVET,

(1) ¥IAsE

[(#EAER ] 27 & VVVIFBELUTO [MERENERFADY—ER] R
BEEARTSNET,

- ESGE
H-EX4 SHd
AH IP/51
ANY ALL
AOL TCP/5190-5194
BGF TCP/179
DCE-RPC TCP/135 UDP/135
DHCP UDP/67-68
DNS TCP/53 UDP/53
ESP IP/S0
FINGER TCP/79
TP TCP/21
FTP_GET TCP/21
FTP_PUT TCP/21
GOPHER TCP/70
GRE IP/47
H323 TCP/1720,1503 UDP/1719
HTTP TCP/80
HTTPS TCP/443
ICMP_ANY ICMP/ANY
IKE UDP/500,4500
IMAP TCP/143
INFO_ADDRESS ICMP/17
INFO_REQUEST ICMF/15
IRC TCP/6660-6669
Internet-Locator-Service TCP/389
L2TF TCP/1701 UDP/1701
LDAP TCP/389
NFS TCP/111,2049 UDF/111,2049
NNTP TCP/119
NTP TCP/123 UDP/123

-18 -



(2) HREL : [HREL] 2T %0V 9FBELUTO (MRS LY —ER] ERBEEARTENET,

(W] Koo 2sUvo83E, [Y—EAOEE] BEFRTENET,

e s T oo

H-ERE Bz FIL1Y
SUEMISSION TCP/1-65535:587 H 5
WEBMIN TCP/1-65535:10000 UDP/1-65535:10000 g
J—EAOEE
H—t2E [suBMISSION |
Soha
Okl gt —h FEFEA —F
TERIE LFRIE TEE{E LFRIE
[TcP v [1 | (65535 | [sa7 | [ss7 ]

(3) GN=T : [GN=T]8T7%0)07FBEUTO [Y—ERI V-7 BBERIFRTENE

3-0

Sll—T% A=

B [R5Pa-)V] EE
[RTP2—)] & [AROHF] OEREL>TEVET,

(1) 9o84L : [7084L] 279V 9FBERUTO (T80 LR 5T 1—)] BBEEH T

AENET, BRENEMEAETIRIY DT T 1T &I 3T V7147 B7
_________ VELLAT 12—V (ERTEEY,

Do | L

..........

2TV

2] 131k

(2) ®:EL

[BEL] 272000 733ELUTO [REBEL(RE)RT V21—V BEEEART
ShEy, (W] Fe aoUyo9se, [Rro1-LeRE BEFSRTENET.

TUAAL ¢ EEL )

2T -l B2H

s =
always SMTWTFS 00:00 00:00 @
AFTZa-LERE

E?L‘%l ‘always ‘

g ] A * oK = & Ee

TER

e

e
LR PR LE L R R R E L RS, e IEEEE LR T ke Rlee b e
EIUEEIEEL MHRs. 02T a— I 4B ET Do Sikd d .
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B [/\—Fv) IP] EE
[/5—F+)V IP] 13 (IR OHFT] DIEREL>TEVET,

(1) N=Fel IP : [IS—=F+N Pl 2T &2V FBELUTO [15—F+)b IP] @BEERARTE

nEd. (W KeLe0)908538, [15—Fvlb P BE] BEF/RTENE
¥,

H—FrllIFd P e = el TyE AT R T AT aR - Cenn
Web+Mail Server wan1/211.125.117.105 192.168.1.10 5 @:
%
Hi—F+ )L 1PE ‘Web+MaiI Server |
External{ 43z — 2 wanl
Eu AAT Ly INAT Server Load Balance

External IP Address/Range |211.125.117.105 i |

Mapped IP Address/Range |192.168.1.10 i |
il s o ) il

(T

(2) IS=F2WVIPIN=T : [IS—=FxWVIPIN=T]2T&9VI0FBELUTD IN—FvIV IP
VW=7 BBEEHSRTENET, N—F+v)b IP FV—TEERHTS
CET. 7747—24—= RI— b371070iHEBHICTEIIE
HTEET,

Group Name Members Interface ‘

() IPT=l : [IPT=N]2T7%2)073BELUTD(IP 7] BEBEELSRTENET,
werae | Aereeas ) oo

Name A3—FIP ke ‘
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B (705772370771 EH
(70792370 7740] 13 [FE-ZEER]] OERELSOTEVET,
] Fareo)votae. (70792307077 VOEE] BESRTENET. 7057053y

70771V e FOHREL . SEEELT A7 —74—NF)O—ICRBRL . REOZITEIULAN
BHAZTLXLET,

Forryaoons-A A ——
(WAL )
Ea)
mail-pop P H
mail-smtp .W
strict il (&
unfiltered o
web &
FOT 3707708 E
/R IV |ma\\-pop |
=
(BAFAE6IT)
Oy Foroaa
BB Iy
p FortiGuard™lz 720 JLAU 4
p ARLIOILAULT
p IPS
P ATLITIAT
» IM/ P2P
) VoIP
p OF5
a oK ) f Tl '

E5ic, [P FEa oy oTRE. HEEORBHIRETE,. 70771 VOREHTAE
3, LTI [mail-pop] 7O771IWVERERITT .

JAOFZya IO L ORE
e/ mwrp S -2 ‘mailfpcp |
b

‘ ‘(ﬁﬁ‘iﬁsaxﬁ)
- FFUANA
HTTR FTP IMAP POFP3 SMTR M NNTP AHas

TLFALATE O @ ] O O O
Tl i1 @ | | O 0O @
HEt— L ETiE ¥ [F]
BT T =TT ] |
& (1 - 500 )
F—A8 (1 - 10240 /34
LERTAAERR T I A [gE v (g v |mE v||mE v|[EE v |mE v EE v
(X (1 1205)
G LITE SIS St | ‘(smp@m

« PF74A : POP3 DBLERICFIVIEANET,
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v ZILTNAVE

Cimap POP3 O smre FHas

FortiGuard P2/ F A 4

IFPELAF 2

URLFzy4

FrodtLFol

SRR EDEREL) 2B O
FTELABWLF ol
L) §—ZDNSIa Ty
A=WTRLRBWF 238
iR{E5t—)LDNSF x5
Bk D—FFrys Threshald:
I TAT O EL el b1} 2571
ST S R Tz ok @ Tzt R iVt el

MIME QmmE MIME

[REER~ R [spam | [tspam] | [spam |

« RINLT1E3)7 POP3 DRBLEEFRICFIVIZEANET,
BTy MIME (C9—2%(HT. AMT3292EETHIE
HTEEY,

- O

]
I

TOFUALR
LA
e Bt g il 01
BB ZHEBRD TP/ A L
et B P Vae)
F O
URLZA IR
ActiveXTZqJL2
CookieZ7JL2
JavaFF Ly 2R
FortiGuard Sz Z 1)Ll 0
L—T A F IS — (HTTROF)
RTLDNAILT
A0
IPS
[RAGERICS S
™/ P2P
MDD T 2TAETAEAF S
FZPO P IT AL T EO4 4
VoIP
VoIPD PO TAETAEOF LS

« OF T : ZZTIR.POP OOJEBELEVDT. [V1MVR] [TOvIENI=T74
W] [ERYLXEBAD 770N/ A=W] [FortiGuard 27 71025 (L
—FAVGIT=)] [RISLTANEVG(RNLAF I ICENEFRFIY
VEFIET,

E OOO0O0 REE

=

|
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S 2-2-3, [PUFVVA] ORI

B [7rNE—) B
[FPA V12 —] 13 (K- BET] OERELSTEVET,
(&) #eroUvoTaE. (771N 18— VAN REBEEF RTENET,
BRTHITERDSITATOI7INETOVIL, POF4T AV E1—8 4N AKEEELE
FREHDTPN G- BB TEET,

DrANiiA—2
&R # Entries Profiles St
builtin-patterns 15 mail-pep, mail-smtp :Eﬁ-

asi. [ Fao oo 3E. (7RI NE— ABE] REEEIRTENET,

ZrALIE—
E [ouitin-patterns |

ok ‘

_FALE )

FiR=1s Action Ei
*.bat Blocl

| @rsmozn (oKD

o

*.com Blocl
=dll Blocl
*.doc Blocl
*.exe Blocl
*.gz Blocl
*.hta Blos
*.ppt Blocl

Blos

Blocl
*.tar Blo
*tgz Bloc!
*.vb? Blo
*.wps Blocl
*=xl? Blocl
=.zip Blocl
*.pif Blocl

0|0 0|0 000000 0000o00o0oE
&b S} Eb & Eb & S B & S & & B &) E & 5 5
REEREEREERENER LK R
eoicoineionli o e ool oolizolf <oifanioniorofiooi el

*.cpl Bloc|

BRENTVBILIRFD77INME, BASHA TV B OFETERELET.

[Block( @i A T] )] F7=ld [AllowEIBE] )] OF7 7 av&BIRL7Y, AMICTIIBEICRIRLE
9, [Enable(B#)] ICFTvoEANBE, [BlockGEBAT )] F7=13 [Allow(:B:B 7] )] HAEMICE
VEY,

Edit File Pattern

(CEREERD) 27V 733E, MLLWNG—22{ERTEIELTEET,

New List

NE—VIBERRBTHERLET,

Bl. Lizh ERXD771 V22T DIFAR— [xIzh] EAA
[vbd , vbe , vbg BE] DIFEE— [vb?]EAN

MRN—JICERRRTERXOHMELEHL TOET,

ESTT)
e |

| (BFHAEITTF)

(oK) (_Fvuem )
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MIEMRERER

® —H3XFH

abc "abe” ( XFI—FrVRARERIC—HTZH. XFIADEDNGBICH>TEHLLY)

“abc XF5DEFEICHS "abc”

abc$ XFIORERICHS "abc”

alb "a" ¥zl b pELSH

“abclabc$ XFINDOFKME I RERICHDLFI "abc”

ab{24}c "a" DEIC2 ~ 4 Bl b, FDEICT EHO ¢

ab{2}c "a" DEICHLLES 2 ED b, FDHEICT EHD ¢

abxc a" DERICEEMEH 0 AL o b, FT0HIC1 EH) "¢

ab+c "a" O#ICT BALED b EFDHEIC1 B

ab?c "a" DEICATarD b FOHEIC 1 ED "¢ ( DFEY, "abc” FflE "ac” DELESH)

a.c 'a" ORICEED 1 XF ( TS Z0&IC1 ED "¢

a¥.c IEfEIC "ac’

[abc] "a'."b". "¢" DIBDEBN 1 D

[Aa] bc "Abc” ¥7IE "abc” DEBSH

[abc] + HHEO "' EWEO b ERED ¢ HSHBEED ( BLUNOD) XFH (3.
"abba’. "achabcacaa” %&:&)

["abc] + "a", b, "¢ EFEOLLKRELVEED (BLAD) XFF ('defg” &&)

¥¥d¥d EED 2 #1710 #EH (42 L&), ¥d {2} &AL

/i NE=2 DA PEWLFHREBIENLOESIICLET, 2Lz IE. /bad language/i &3EEY
B AXFE/ INCFICIRERLEL, badlanguage DT R TOEFMATOVIENET,

¥w+t 120 " BEE" RWPETFVE—210 ( PoE4—R7) HORDEUNDI -5 R
(foo. 12bar8. foo_1 %#&)

100¥s*mk A7a TEBRDER ( ANR-R, 27, ¥{T) IKE2TRISNEXFS "100" &
k"

abc¥b RICHEBRAHLGEFEEIIRED "abe” ( &z, "abe!l” ICIREFENSAH. "abed” IR EE
hay)

perl¥B HICHBERADPEELLVEEROD "perl” ( 2ERE, "perlert” ICIERENSAH. "perl stuff”
ICREERLLY)

¥X ERKREN—Y—IC, BRSNSV IRFY 21 FHEL DONFIFAICEEER TGN E
BEBRTILIICHETRLET.,. ERRREZV<ODOEBAICHEILT ( FEF) RAHAPILT
BHICERALET,

/X DT FANAICERRIREEMT BHICERSNET, NG AORVDXFHIT+I7—F

A7v1 '/ THRIBE. T '/ BEYWESELTREBESNET, CONE—2ICF. 2 D
Bo '/ HEFATVIREAHIET. /' ORICHZI NV B ERRRERLEH, 2 D8
D'/ OROBEBEOLFRERRROATar (1. X, TOft) DUAELTRITEIET,
2 DH® '/ HWE, IF-HARELET. ERRRTE. fMIPRICEINMTVIAR-RUZ
ERRRO—PELTREEIET.
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(Prt] B

(Pt 13 (PSS - ]| DIEREL>THYUET,

TV 7ENT7PANRBERULETPAINERTEET ., ThOSDT771NVBR 771 IVCETIK
BIERIE. BEEA77IIVIAMCRTEN, BEDT77IVERXRELEY., BEREEVAMIEE
D77AINVING—2ZEBMLTENS DT 7 N H RIE D= Fortinet ICBEIEICTY7O—RTE

9,

(1) REEZ71N . [REET7ANV] 2T 20)073BELUTO [BE770)V] BRBEERIARTES
hEy,

DB | BE

Source: None

vt L v zava [t v R D

& SrILE Bit g2 AT AF—HADVR pc | T

(2) ®R& : [®E]27%2790793LLUT0 Rt E] REBEEARTENET,

REEE
AFial HTTP FTP IMAP POP3 SMTP IM NNTP
R TP I ERSET D
SRS T )L AR TS
el Vo e e g Vi . e

BARITIE [0 o-avousm
EHAFTIBATZAOLIAL 0 |(0-500M8)

FortiAnalyzer [Confiqure

)
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(P F 1V AR E] EE
[P F 24 VARTE] 13 (B - TR DIERELOTHEYET.

hE7,

(1) 24 VR—K : [VAIVA—K] 270073 BELUTO [V NV A—E] BRBEERIARTES

Agent.GITltr
Backdoor.Netbus.170
BAT/Agent.Litr
BAT/AuteRun.CZ!werm
BAT/Coparer.Altr
BAT/Dyene.Altr
BAT/HostChg.GDA!tr
BAT/KillAV.DE!tr
BAT/Killav. WiLitr
BAT/Sdelltr
BAT/Shutdowner.CZ!tr
BAT/Small.5LYtr
BAT/Zapchast.08371tr
BDoor.AWQ!tr.bdr
BDoor.CYL!tr.bdr
BHO.G!tr.pws
Cimuz.BA!tr
Cracker.3088
Data/Eicar. AKS!tr
Data/IFrame.GIF!tr.dldr
Data/PossibleVulGDIX97M/.Clexploit.M20083013
Data/QHost!tr
Data/QHosts. AETitr
Data/QHosts. ARG!tr
Data/Qhosts. IXitr
Data/WmaWimad.Dtr.dldr
DelpBanc.A
Dialer_Coulemb
Dloader.Oltr

Eicar
ELF/Agent.DWS!tr
Emegen.Titr

9.

ALS/Bursted.C
BAT/AddShare.Witr
BAT/Auterun.57F1
BAT/Auterun.Yiworm
BAT/Deltree.genitr
BAT/FormatAll.ETitr
BAT/IRCEot.APH!tr
BAT/KillAV.DF!tr
BAT/Paua.AAltr
BAT/SDel.0CCB8Hr
BAT/Small.ASB!tr
BAT/Small.Ttr
BAT/Zapchacst.B!tr

BOOT/Dins.Altr.bdr
Clagger.BFitr
Crackin.EBBASCEC
Data/Eicar. AKW!tr
DATA/IPEG_TEST_FILE
Data/QDataHost!tr
Data/QHost.Glitr
Data/QHosts.APD
Data/QHosts. AS!tr
Data/QHosts.QIY!tr
DcomRpcexploit
Desperado.2403
Dloader.AK!tr
Dloader.U'tr
EICAR_TEST_FILE
ELF/Agent.EAltr. rkit
EPOC/Alarm.Bltr

AntiCMCS.fam
BAT/Agent.BTEI!tr
BAT/AutoRun.AE!worm
BAT/AvkB1.BEKA!tr.bdr
BAT/Dleader.AB!worm
BAT/Hijacker.TEY'tr
BAT/KIllAV.AH r
BAT/KIllAV.EK!tr
BAT/Qhost.DBA!r
BAT/ShutDown.BI!tr
BAT/Small.IN'tr
BAT/UshThief.AAltr.spy
Bekdr.QIT!r
BDoor.CXPltr.bdr
BDoor.DKI!tr.bdr
BOOT/Zuzana.BC
Connie.2708
DANNISH_TINY.251
Data/Eicar. AKY!tr
Data/PHPEmb.Alexploit
Data/Qhost
Data/Qhosts
Data/Qhosts. APD!r
Data/Qhosts.Bltr
Data/WmaGetCodec.Cltr.dldr
DcomRpe.Glexploit
Dialer/FlayGames
Dloader.COtr
Dropp.Ditr
EICAR_TEST_FILE
ELF/Scalper.Clworm
EPOC/Alone.Altr

(2) 9b—2x7 : [Gb—2x7|82T7%7)9F3ERUTO [JL—017] BRBEERHSRTEN

pap¥)

Adware
BHO

Dial
Download
Game
HackerTool
Hijacker
Joke
Keylog
Misc

NMT

P2P
Plugin
RAT

Spy
Toolbar

LAR AR 20 20 20 20 20 20 20 20 20 28 20 2B 28 4

IL—2I7hT7IVeR/MCTBE,

SB[ REEAHUET,

-26-

DDDDDDDDDDDDDDDDQ

TOATIIAIICVAPEATVBRITANTOT7 71 H
7av7&ENET, ShEHOATIVIE, FortiGate AEMEZEFEL L& EICEBE (IR



S 2-2-4, [BARS] DAL

B [J%Fv] BE
[7%Fv] 13 [ME -ZEER] DIERELHOTEVET.
VR FrBROREBARENTAET,

(1) BHRF : ERF 4727V 93LUTO [BH S REBEEI R RESNET.,
] Feorruvotae. [BHER IPS I2FrORE] BEHARTENE
TO

i 4[1 /89 [ Column Settings ] [ £THINIEIT ]

T Name T Enable ¥ Logging ¥ Action W Severity W Location ¥ Protocols. ¥ 05 T Applicationss s s
2BGal.disp _album.php.SQL.Injection Pass Low Server TCP, HTTE  All PHP_app H
3¢ FTP.Server.Infor Discl e Pass Low Client TCP, FTP | Windows Other s
S low  Server  TCPHTTP Other  Other
ssgign low Server  TCP, HTTP Other  Gther
Pass High Client TCP, HTTP  Windows MediaPlayer
Pass High Server TCP, HTTP Al Other
AA.bot.Botlist.File.Access Pass Low  Server TCP, HTTP  Windows Other
Aardvark.Topsites.PHP.Arbitrary.C d.Execution Pass Medium  Server TCP, HTTP  All PHP_app
dvark.Topsites.PHP.R te.Ce d. Pass Medium  Server TCP, HTTP Al PHP_app
ABitWhizzy.ABitWhizzy.php.Directory.Traversal Drop Medium |Server TCP, HTTE Al PHP_app
lute.Im. 1 Drop Medium  Server TCP, HTTP  Windows Other

OO0 @ EEEEEEOE
SEEESEHEE O EEEEEEE E
B R B B B By Y B g g g Y By By QQQ

AbsoluteTelnet.Title.Bar.Buffer.Overflow Pass High  Client Toher  |windows Other
AcCal itrary.C d.Execution Pass Medium  Server TCP, HTTE  All PHP_app
AcCal.Calendar.Cookie.Based.Authentication.Bypass Pass High  Server TCP, HTTE Al PHP_app

Pass Critical  Client TCP, HTTP  Windows Other

Pass High Client TCP, HTTP  Windows Other

ft.Bcproj.Buffer.Overflow Pass High Client TCP, HTTP  Windows Other

Acoustica.Mixcraft.MX4.Buffer.Overflow Pass High  Client TCP, HTTP  Windows Other

Acoustica.MP3.CD.Burner.ASX.Buffer.Overflow Pass High Client TCP, HTTP  Windows Other

[FAIER IPS 2 FrORE]| EETIE. I RF+ICHL T, FortiGate IPS AW EEREL
TEBICRITIRT Va2 RETEET,

BHEERIPSY S _FeORE
WHZF 2BGal.disp_album.php.SQL.Injection
7o

Packet Log O

Severity Low k4
Exempt IP
Name Source Destination
Add
# Name Source D

(oK) (_FwrEn )

(2) hARGL : [HREL] 2T EDVI9FBEUTO [(WAZLYTRFPIAMN BBEEHIRT

View custom signatures with severity: @
(L mafrs & =

DAL EH—F b Hih [mE ) TisaL, Severity

-27-



(3) ZARANFIA—4 : [ZORINFI—4] 2T7ESYYSTBELTO [7ONFI—4] 8
BEEFRTINET,
(@] £2oeoUyst2e. [7OAINFI—4] BEETFRRSNET,

e
oo -

Protocols Ports
Back Orifice Auto snnn
DCE RPC 135, 1025 e
DNS 53 righn
FTP 21 [
H323 1720 &
HTTP Auto
Instant Messaging Auto
IMAP 143 &
LDAP 389 &
MSSQL 1433 &
NetBIOS 139, 445 &
Peer-to-Peer Auto
POP3 110 &
Protocol (L3/4) Analyser Auto
RADIUS 1812,1813 |
Sun RPC 111, 32771 [
s1P Auto
SMTP 25 o
SNMP 161, 162 &
SSH Auto
ssL Auto
TCP Reassembler Auto &
TFN DoS Auto

Edit Protocol Decoder Parameter
Group Name DCE RPC
port_list 135, 1026 |
4 oK ) _FeEn

[7/—=2V)] E@iE

[(7/—=Y] |3 [M5E - EET]] DIERELSTEVET,

7/—-VROREBRARENTAET. (] FeoxoUvo93L. N571097 /-2 B
EEARRENET,

View traffic anomalies with severity Tl @

&l & | AL Severity s
icmp_dst_sessicn Pass Critical HPH
icmp_flocd il Pase Critical g
icmp_land Drop Critical \2
iemp_sre_session Pass Critical |
icmp_sweep Clear Session Critical &
ip_land Pass High \2
ip_loese_src_record_route Pass Medium P
ip_record_route Pass Medium [
ip_security_option Pass Medium \2
ip_stream_option Pass Medium [
ip_strict_src_record_route Pass Medium (&
ip_timestamp_option Pass Medium &
ip_unkn_option Pass Information \2
large_icmp ] Pass Critical |
ping_death F Pass Critical [
portscan Clear Session Critical \2
syn_fleed Clear Session Critical P
tep_dst_session Pass Critical (o
tep_land Drop Critical &
top_src_session Pass Critical \2
udp_dst_session Pass Critical P

Edit Traffic Anomaly

B2t icmp_dst_session
7o
Severity

LavE
& 0K PRAEE =
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. 2-2-5, [Web 74JL%] OE M AEA

B [FroYy70v/  Em

A7y 70v2] & (K- EER] OERELSOTEVET,

BEOREFLREIN2— 2707332 LICEST. Web VTV EHIHATEES, 272L. 2D
REETBILET. —ROBHCDTZ7AT7—0x=IEB TOY—IN—DIA T V%, RiIRTEEL<E
BEBHHVET,

(1) Webay5ovy7av2 : [Webar5vy70vy9]147%&0)09$3ELUTO [Web a5
v7avs] OVAMEEEESRTINET,
(] Fu o090 F3E. Web VT Yy 7Oy BEHER

ShET,
.........................
B # Entries Profiles ek e
WEB C BLOCK1 1 web r

%A [wes c BLOCKL

30k
| Eremozen (0K
e W @
Fattern Ha—a( 5 Score F—
=pBg* DAILED—F B#E 10 i

asic, [ Kerer)vosae. [ALFLYTOvINRE— ] EEEREIRTENE

LD
Edit Banned Pattern
Pattern |~BBS™ |
NE=DEIT | DAILFA-F v
Score 0 |
Hih

oK ) (__Feerl )

(2) 7Ov/RERA © [TOV7BERN] 42722)00F3ELUTO [70V 7R OF

BEESRTENET.
e e,
.................
E=rn) # Entries Profiles =P
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[URL Z1)v %] EiE

[URL Z1v %] i3 [FESE - EEF]| DIERELO>THEVET,

BEDURL AOF7VLAEHFNFLEITOVIT3ICIE. ThEHDURL Z URL 71402 VAMIEM
L. URL 2% /370v773ICk. TFAMPERRIR ( FLEBI1IVRH—RXF) %2E
ALTINE—2%BMUET, FortiGate (&, IERBEN/AEED URL F3/Na—IC—HTS Web
RN=2%BMFRIE7O0970. KDUICELEB AV -2 RTLET.

(] 522550552, [URL 7400%2] DUAMEREBEA RTSNET,

URLI1 L3

E2] # Entries Profiles = sunsn
URL FILTER1 1 web P

A [URL FILTERL

=k |

wcmers ) (LIOKLLD

) LRI PRVl
URL Action Type P
www.2ch.net Block Simple jn JZ =]

Taxut

&5, (] F2220Uvo33L, (URL 7105 BEEREHRTENET,

Edit URL Filter

URL ‘www.z:h.net ‘
action  [Block v]

Enable

f_ f_
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[FortiGuard 2x7 71V %] BIE
[FortiGuard 7774V %] |3 [H%E - ZE ]| DIERELHTEWET.
FortiGuard-Web (=d&t), Web HrbDEFR], 70V, BEMEITULET,

(1) bBEEE : [LESBE] 275000 TBLLUTO [(LB2EE] OUANEREES R
RENET,
BBRVI—Ic&>TTOVIENTIS Web FIMADTILAHL—FICHE
IKEBTEABIET, COBE. BEERZOI-YIC, 3—EOMAEIT
DTOYIKEEE L BESEBTEHTEET,

v v #)

Off-
= URL/Category Scope site Initiator Expiry Date
URLs

(2) O=ANAHTIV— : [A—ANAFIV-]152T7%7)07FBELUTO [A—ANHATI)—] DY)
AMERBEEIRRENET,
A—-5HA7O770IVEIC URL OIN—-T%&7077TERELSICTS
HIc, I-FBRONTIVEERTEET,

...................
\ o Em )

Local Categories

(3) B=ANb—F127 : [A—WNWL—F12T] 279V 73BEUTO [A-A—T1>
71 OUAMNEREHEARTINET.
A-YiF, I-YERONTIVE(ERL &, TOATIAVICEINE
URL #iERBTEEY ., Shickl. 21— 70771V Efull, Web
ThDITN—TEEEHTT OV I TERLIICLVET,
Ieame | moasu- o o-ml-roo00 - U

(_FRIEE ) search:  |@ Wd[e Jror[#)

% URL T Category
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B

2—2—6. [7FRNL] OFHEEESPA

B [E7—KEE
(2517 —K] 13 (M5 -EET] OEREL-TEWVET,
BEOBEFLIZF— ETLBF AN AvE—SETOVITEIEICLST. RISLEHEL
9. 70773 70771V TEMCLE-TLBIRA. FortiGate I3, BFA—I XvE—-SAD
BB s RRLET, — BB ROHBE, TORBICEY S TONEEHSHENTL
23T, I-YEROLEVMERBAZE. TOAVE—JRANLELTI—IENET, —HARD
POLLMER. ZNBFA—I AVvE—JIRROTIVEIEENET,
(&) FzoaouvoTaE, [BEIET—K] OUAMNEREEASRTENET,

E2E) #

Entries

Profiles e

BLOCK WORD1

mail-pop :m:
Fanan

%A [BLOCK WORD1

el |

amssr) (IOKLLD

R o i)

13a=1s 1A= =3 HBFT Score sen

=adult DI F = 2T 10 T o -
Tawen

a5ic, (] F2oaoUvoTae. [BIE7-K SEEE/RTENET,

ELD-Fo&%
1iE= [=Adult>
A= AT | kn—F v
== E=] v
87 |£T body=#Fr ]
Score

Hih

ok ) kel )

(R 27')v73 3L, iLVLWRIET—R2EMTEIELTEET,

=ET-FOBN

1A= [

e [ ANt ]
=5 B#E ~
157 [€T body =71 ]
Score

A

]
ok ) __hewl )
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(INa—V] ICRILHEEANALET,
RILBEEE. 1 DOBREICTRIILSL. BK 127 XFD
EAICTRIIELTEET,

(I8a=2847] D [T1NVEH—F] Eld. [¥] P [?] TR
RTEZNFOILT. [IERKRR] &3, [x] 2 [?] LS
oL -8 [ + | ()]oiEseE-T.
RRTERINFOILTT,

[Scorel &l CHOEILBEICERAINZER T ITDE
5T, BRUAEHEEOHRERICIYAV/ MERET,
[Score] 2#8A2&. ANLELT?—IENET,




(7599 /F714M) AN EE

(7599 /F74M)RH] (3 (B - EEF] DHERELO>THEYVET,

707923y 7771 VTRAMCEOTUVSIER. FortiGate 13, RIEBEFA-NDT7 1)L 201
ICIP ZRLR VAREBFA—I PRLA VAMOWE G ZERLET.

IP ZRLR VAMDFIvI%RTIBIBA. FortiGate [, x-S DXEED IP 7RLA%Z IP
ZELA YAMIHUTIRBICLHERLEY. —HAR DD LEESIE. D IP ZPRLAICEEDI TS
NIEF 72aVHRITENET ., —HAROHSEIMER. TOXAVE—JRROBMERINL T4
MaICEENET,

(1) IP 7RLR : [IP PRLR] 279V 7F3ELUTO [IP PRLR] OYAMEREEARTE
nEy, ] KeoeoUvoe3Le, P PRLR] OUAMERBEEARTEN

9,
E2rT) # Entries Profiles = an
BWL IP1 1 mail-pop =[ds
fasat
&
=t |
remee) (ORI
17 ) A e )
P SFy T AS TaL teen
124.47.76.192/29 Clear it (& &
Taaat

&I, (] FareoUvstae. (P PRLAGEE] BESRTENET,

P/ ZirubwA 2 |124.47.76.192/29
oAl Mark As Clear v

IPFFLADER

wpEsvar ] P/ T 2YM2RI]IC IP PRLAE R, IP PRLA/
7oA
PRIDATEAALET,

(792a2] Tl ANLEHETSICIE [Mark as
Spam] %, ¥R 9 BICId [Mark as Clear] Z#8IRLET,
[Mark as Reject] i& SMTP D#ADEET. 2Dty Iy
ERRTEET,
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(2) EA=WTRLR : [E X—=WTFRLR] 27%7V09FBELUTO [E A—INVTRLR] OV ANE
REESRTENET, €] Feo 2000093, [E A—LTFLR] O
DAMEREEARTENET,

EX—WFFL-A

e
BWL MAILL 1 mail-pop. HrH
anan

EA Bl MAILL

AR
| orenoos) (IO
T ) W
E-mailFEL R JiR=TA T Tl en
“@chirore.co.jp DL Clear o & (8

&I, (] Ker sy oFaE. [E-mail ZRLAOEE] BEEAFRFENET.

E-mailPFL- AOERE

——
IR b DILER—F v
7o

A

ok )«

[(EEREEED]| %')Y /¥ 3L, E-mail 7PRLAZEBMTZEHTEET,

E-mail7 FL-AD3EM

cmamtn [ ] [E-mail 7KL R]IC E-mail PRLRAEAALEY . OB, [1538— 517
s o 15 [T VKH—K] 1 [EMETR] £ BELTANT BIENTEET,
. 5 . fl. [abcdefg.net DKX1 2T DIBAE — [*¥@abcdefgnet] EAS

[792ay] TlE. RASLEHIETBICIE [Mark as Spam] %, RIS 3ICIE
[Mark as Clear] #:23RL %7
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. 2—-2-7. [IMP2P & VoIP] (O3 #i#4EH:AA

[#EEH1R4R] @@
(EET1RE] (3 (AR DA ] DIERELOTHYIET,

(1) B2V : B2V £2T7%0V0053EUTO [Y2)] BEIRTENET.
IM, P2P, & U VoIP fiteRTIZEL. ShS5SOTOMIAINDRIMNI—-IATENE
SICERZN TV BHDERNDEHNTEET,

Automatic Refresh Interval Usage Since: 2009-01-06 22:06:23
IM Usage MSN Yahoo! AIM 1cQ
Users
Current Users [t} [t} [t} [t}
Since Last Reset 0 0 0 0
Blocked o o o o
Chat
Total Chat Sessions 1} [t} [t} [t}
Total Messages o o o o
File Transfers
Since Last Reset [t} [t} [t} [t}
Blocked 0 0 0 0
Voice Chat
Since Last Reset a a a a
Blocked 0 o o o
P2P Usage BitTorrent eDonkey Gnutella KaZaa WinNY
P2P Usage
Total Bytes 0.00 8 0.00 B 0.00 B 0.00 B 0.00B
Average Bandwidth 0.00 B/s 0.00 B/s 0.00 B/s 0.00 B/s 0.00 B/s
VoIF Usage SIF SCCP
Sessions
Active Sessions (phones connected, etc) 0 0
Voice Calls
Total Calls (since last reset) 0 [
Calls Failed/Dropped 0 1]
Calls Succeeded 1 1]

(2) Zakan : [7aban] £7€5)y033EUTO [7aba] BEARRENET,
7arva2 7Tk, @B0 IM 7abaNOEML KA A RTENET,

Automatic Refresh Interval Protocol:
Usage Since: 2009-01-06 23:06:23
Users
Current Users 0
Since Last Reset 0
Blocked 0
Chat
Total Chat Sessions 0
Server-based Chat 0
Group Chat 0
Direct/Private Chat 0
Messages
Total Messages 0
Sent 0
Received 0
File Transfers
Since Last Reset 0
Sent 0
Received 0
Blocked 0
Voice Chat
Since Last Reset 0
Blocked 0
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B [1-Y]EE
[2—¥] 13 [AR DA DIEMEL>TEUET,

(1) 2—-% : [A—-¥]&2T7%9V093EUTO [1—¥] BEIRTENET,

FortiGate Ic &> T, REBBREINTVWBI-—YHVAMIRTEINET,

Source IP Last Login

(2) 2—H%YRb : [A—YFIRM 27 &5V 0FZEUTO [2—H)AN BERHSRTENET,
REFEHRSNTVBIIAEUh 20— 71— ICEATRREIRRESH
9.

wwony | a1

Protocol: |All ~| policy: (Al ~]

Protocol

(3) ®E : [BR]&7TEIVVIFBELUTO [HE] BERHIRTENET,

AALI—FICHLT, IM 7OrAINO—EBE/=E TN TOERZHFRILTERI1M Y

AMSEMTZH, 7= IM 7O AINO—EBEERBINTOERET7OVILTTS
vy VAMSEMT3H. DEESHERITTEET,

--------

User Policy

When unknown IM users connect through the FortiGate, the following action
should be taken:

Yahoo! am | 1cq
O O O
O] [0} (O]

MSN
Automatically Allow @)
(O]

Automatically Block

List of Temporary Users
#

Protacol:

Falicy

Protocal
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. 2-2-8. (A9 & YK—h] OHMEEDR

B [Log IR E] EIE
[Log RIS E] I3 (IR DA ] DIERELHOTHYUET,
RYNI—7BERPN 710 DERRIRIRERETEEY,

(1) OJ8&E : [AJERE] 2727V F3LUTO (OJRE] BELSRTENET,

0247 SGE
» [ FortiAnalyzert—)i58E

¥ [V AEVISIFRE

Minimum Log Level: | Notification |+

» O UE—ISyslogh —)iHE

» FortiGuard Analysis Service

(2) 73—bEX=N : [PF—PEX=N]2T%9VI7§BELTO [75—bE A—)V] BEH R
- (}: 30

T3-FEx— )
SMTPH—1i: | |
Email from: | |
A— e | |
| |
| |
ZEE: ]
SMTPZ—4: | |
JRT-F [ |

(® Send alert email for the following

Interval Time: {minutes)
[] Intrusion detected

[ Virus detected

[ Web access blacked

[ Ha status changes

[ violation traffic detected

[ Firewall authentication failure
[] S5L VPN login failure

[ Administrator loginflogout

[ 1Psec tunnel errors

[ Configuration changes

[] FortiGuard license expiry time: (days)
[] Disk usage: %Yo

[ FortiGuard log quota usage

() Send alert email for logs based on severity

Minimum Log Level:

CESNBREBECHREDIFERR. WAZT—IR-IPETHEATEIHERES,
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(3) A~R/bAT 2 [ANMAT] 2T &IV I9FTBEUTO [AAMOJ] BIEHSRTENET,

A~ b5

¥ Enable

W 22T LPEFAET A~
IPSecti I —2al~sh
DHCPH —E A~
LZTP/PPTR/PPPOET —E 2 A~k
Tzt
HAF ST AT 2ok
AT Aok
ST F T — b~

SSL VPN user authentication event

A

<

KU

SSL VPN administration event

i i |

SSL VPN session event

B [AJ77tX] EHEl
AJ977tA] 13 [FEOHR]] DIEREL>TEVET,
FO7RHORTVERE. DHITAET.

(1) FortiAnalyzer : [FortiAnalyzer] #7%%2) -3 2ELLT O [FortiAnalyzer] BIiEARTEHh
FIH, SSTRSFIAWEETERA.

FortiAnalyzer ‘:] AEU

FortiAnalyzer

Please configure your FortiAnalyzer.

(2) *x®) : [AEV]2TZ2IVI9FTBEUTD [AE)] O [AN N VAMERADARTENET,
FortiGate DAEVINY77RDAT Av—IHBRTENET,

FortiAnalyzer | AEL
Log Typei-(-<t 4
Column Settings RawT =3I CFH# 2 TH L A% T

# T Date T Time T LevelT User InterfaceT Action™ Message
1 |2009-02-04 02:35:10 notice Fortigate scheduled update virdb(9.957) idsdb(2.592) awen(3.010) idsen(1.09'A
2 |2009-02-04|01:35:11 notice Fortigate scheduled update virdb(9.957) idsdb(2.582) aven(3.010) idsen(1.08
3 2009-02-04 00:35:26 notice Fortigate scheduled update virdb(9.997) idsdb(2.552) aven(3.010) idsen(1.0%
4 |2009-02-03|23:35:08 notice Fortigate scheduled update virdb(3.996) idsdb(2.532) aven(3.010) idsen(1.09
5 2009-02-03 22:35:08 notice Fartigate scheduled update virdb(3.996) id=db(2.582) aven(3.010) idsen(1.08
6 2009-02-03|21:35:09 notice Fortigate scheduled update virdbi{%.996) idsdb(2.552) aven(3.010) idsen(1.09
7 |2008-02-03/20:35:17 notice Fortigate scheduled update virdb(9.996) idsdb(2.532) aven(3.010) idsen(1.08
8 2009-02-03 19:35:10 notice Fortigate scheduled update virdb(9.996) idsdb(2.552) aven(3.010) idsen(1.0%
9 |2009-02-03/18:35:10 notice Fortigate scheduled update virdb(9.996) idsdb(2.532) aven(3.010) idsen(1.08
10 2009-02-03 17:35:47 critical The system exited system conserve mode
11/2009-02-03 | 17:35:47 notice Fortigate scheduled update virdb(3.996) idsdb(2.532) aven(3.010) idsen(1.03
12 2009-02-03 17:35:42 critical The system has entered system conserve mode
13 2009-02-03 16:35:15 notice Fortigate scheduled update virdb{9.996) idsdb(2.551) aven(3.010) idsen(1.08"
14/ 2009-02-03 15:35:08 notice Fartigate scheduled update virdb(9.996) id=db(2.591) aven(3.010) idsen(1.09
15/2009-02-03 14:35:28 notice Fortigate scheduled update virdb(9.996) idsdb(2.551) aven(3.010) idsen(1.0%
16/2009-02-03 13:35:11 | notice Fortigate scheduled update virdb(9.955) idsdb(2.581) aven(3.010) idsen(1.08
17 2009-02-03/12:35:11 notice Fortigate scheduled update virdb(9.995) idsdb(2.551) aven(3.010) idsen(1.0%
18/ 2009-02-03 | 11:35:12 | notice Fortigate scheduled update virdb(3.995) idsdb(2.531) aven(3.010) idsen(1.03
19/2009-02-03 10:35:07 |notice Fortigate scheduled update virdb(9.995) idsdb(2.591) aven(3.010) idsen(1.09
20 2009-02-03|09:35:07 notice Fortigate scheduled update virdb{%.995) idsdb(2.551) aven(3.010) idsen(1.09
21 2009-02-03|08:35:28 notice Fartigate scheduled update virdb(9.995) id=db(2.591) aven(3.010) idsen(1.09
22/2009-02-03 07:35:10 notice Fortigate scheduled update virdb(9.994) idsdb(2.551) aven(3.010) idsen(1.0%
23| 2009-02-03|06:35:10 notice Fortigate scheduled update virdb(9.954) idsdb(2.581) aven(3.010) idsen(1.08
24/2009-02-03 05:35:11 notice Fortigate scheduled update virdb(9.994) idsdb(2.551) aven(3.010) idsen(1.0%
25/2009-02-03|04:35:11 notice Fortigate scheduled update virdb(5.594) idsdb(2.551) awen(3.010) idsen(1.09 o,
< |
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E5IC, [Log Type] YRR SOJ DEH & RIRTEET,
UTFoEE [75Y7]VANTTY,

#!lmm IY]EE Wlﬁﬂg 7 Source T Destination FY!EEEE 7 Reference
INERDER AT,

LT oEmE [(7F 210V R] VARTT,

FToFIILA

LUToOEmE 72771V 2]VANTTY,

AEU

AERRRERRRREERRERRERREEELE
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UTFoEmls [IM/P2P] YAMTT,
e

Lo Typd i /ze S

M4 l:li 0P M Column Settings RawT —3I TR 2 TOIL-AFIIF

#7 Date T Time ¥ Level T Protocol 7 Action W Local IP 7 RemoteIP 7 Local User T User
IR ORI ATLE.

A FOEEI [VolP] URRTT,
T

0
Log Typd :

4. |70p ) Column Settings RanT'—MTHIR 2 TOIULIFAT

# Date W Time T Level T Protocol W Message W Action T Source T Destination T From T To
IR ER AT,
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B [FYF—h17 BE
[AFoYP—h17 | TR TSRV EE TSR A,
(CERANEENNE TS

FortiAnalyzer/FortiGuard

Please configure your FortiAnalyzer or
FortiGuard Analysis Service.

B [VR-MRE] EE
WR-RE] BZRIAVEETERA.

FortiAnalyzer

FortiAnalyzer

Please configure your FortiAnalyzer.
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B [VE-+77tR] EE
WE-;77tA] 13 [BEOHF] DERELO>TEVET,
HEEREN I 7 TRIBTEET,

(1) FortiAnalyzer : [FortiAnalyzer] #7%%2) -3 2ELLT O [FortiAnalyzer] BIEARTEH
FIH, SSTRSFIAWEETERA.

FortiAnalyzer ‘:] AEU

FortiAnalyzer

Please configure your FortiAnalyzer.

(2) XEY : [AFV] 2TRIUVIFTBELTO [AE)] 0I5 7EEHRTENET,
BEERBH IS T TRATEET. HOSHEADFIVIEANBEABE, 576
TLLET.

Time Period

Bandwidth Per Service

Bl =ovsing
22000 I ons
E-Mail
V]
20000
| [aid
18000 I Gaming
Il Instant Messaging
16000
I e vsgroups
14000 | [
V] Streaming
12000 e
£ L
2 10000 VolIP
Generic TCP
5000
I Generic UDP
5000 Generic ICMP
I Generic 1P
4000 -
2000
0
2000-02-03 2000-02-03 2009-02-04
02:18 14:18 0z:18

Date and Time

Top Protocols Ordered By Total Volume

I 21453 Browsing
20000 [ 2017 DNS
[ 137 Bereric TCP
— 0 E-Mail
15000 B o
= 0 Gaming
16000 [ | 0 Instant Messaging
Bl 0 Heussroups
14000 L
1 0 Streaning
o TFP
12000 1 0 YoIP
= O Generic UDP
0
2 10000 —/ 0 Generic ICHP
é‘ B © Gereric IP
3000
6000
4000
2000
0 T T T T T
Browsing E-Mail  Gaming Newsgroups TFTP  Generic UDP

Protocol
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